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Tdemarketing Fraud Still Flourishing in the Age of the Internet
Arizona Corporation Commission-Securities Division regulator says answering machines provide the
best protection

Phoenix (October 15, 1999)-Despite the growth in Internet fraud, most bogus investment schemes are still sold the
old-fashioned way--over the telephone. Arizona Securities Director Mark Sendrow says the best protectionisan
answering machine to screen calls.

But telemarketing is changing in response to the increased use of answering machines and voice mail and repeated
crackdowns by regulators. The big “boiler rooms’ of yesterday are largely gone, according to Carl J. Kunasek,
Chairman of the Arizona Corporation Commission. They’ve been replaced by smdler “rip and tear” operations-
telemarketerswho work from home or from hotel rooms, using cell phones and temporary post office boxesto make
it harder for regulators to trace and catch them.

Embracing new technology, telemarketers are going “multi-channe,” usng web sites, direct mail and infomercidsto
solicit potentid customersand get victimsto initidly contact them. But thesdeisusudly “cosed’ over thetelephone.
“New technologies make hard sdlling more difficult,” says Commissoner Jm Irvin.

Tedemarketing hotbedsinclude Cdifornia, Florida, Nevadaand, increasingly the Caribbean. Arizonahasaso hadits
shareof “boailer rooms’. “All you need isateephone capability,” saysAnitaO’ Riordan, aPhoenix-based consultant
on tdlemarketing fraud and economic crime. Adds Commissioner William Munddl: “With sophisticated 800 number
technol ogy, telemarketers can crossborders or go offshoreto makeinvestigation and prosecution moredifficult. They
can aseadly bein CostaRicaasin Carefree, Arizona”

Teemarketers pushing investment schemes gl target vulnerable older Americans, say regulaiors. An answering
meachine, with models costing as little as $12, deprives con artists of "the courtesy victim” says Sendrow.

Older Americans are especialy vulnerable to con artigts pushing fraudulent or high-risk investments such as
promissory notes, prime bank notesand viatica settlements. All of these promise higher rates of return than banksor
money market funds. Commissioner Mundell observed that seniors make tempting targets because they tend to have
money, are often home during the day to answer the telephone, and are politeto cold calers. Complicating the matter



isthat many older Americans may be lonely and therefore more vulnerable to scammers who befriend themtogain
ther trust.

Unfortunatdly, pointed out Commissoner Irvin, many seniors do not have answering machinesor voicemail. “They
don’t know how to usethem and they may beafraid of losing calls” Commissioner Kunasek suggests baby boomers
worried about thelr parents getting scammed give them an answering machine and make sure they useit. He notes,
“The longer the telemarketer can keep the victim on the phone the better the likelihood of asde. Anything to put
distance and time between the fraudulent telemarketer and the targeted victim the better.”

The psychology of tdlemarketing fraud iscomplex, says Sendrow. “Victims can get sucked into the scam and let their
guard down. Thenthey'reafraidtotell rdatives, afraid they’ Il say ‘How could you beso supid? Y ou obvioudy can't
handle your money, so we need to take over.” We shouldn't blame the victims; we should blame the criminals.”

Regulators are fighting telemarketing fraud in avariety of ways, including enforcement and education. The Arizona
Corporation Commission-Securities Divison isworking with AARP, the Department of Judtice, the ArizonaAttorney
Generd’ soffice, and otherson the Arizona Elder Fraud Prevention Teamto crack down on elder fraud. Theseefforts
include elder investment fraud and education issues such as cold cdling, viaticas and affinity fraud. The Securities
Divigon is hoging a seminar focused on financia fraud issues, with the AARP and the Prevention Team on

Wednesday, October 20 in Tucson. In additionto such events, the Securities Division maintains extendve investor
education materids for the public as well as a speaker’ s bureau to give presentation on investment issues.

Tipsto follow if acold cdler gets you on theline:

Get the name of the caller, company, where he/she can be reached at, and an ID number.

Don't give out persond information over the phone.

Hang up on aggressive cold cdlers.

Beware of anyone promising you a*once-in-a-lifetime’ opportunity of “guaranteed” returns.

Demand information in writing.

Don't be pressured into buying anything especidly if you are unfamiliar with the product or investment.
Report abusive cold calersto your sate securitiesregulator. (Note the caller’s name, their firm’s name, the
time and date of their cdls, what they said to you and what you said in return.)

Before making any investment, call your state securities regulator to check out the investment and the person
or firm =ling it

To contact your state securitiesregulator, call the Arizona Corporation Commission-Securities
Division at (602) 542-4242, via e-mail at accsec@ccsd.cc.state.az.us, or visit the website at
www.ccsd.ce.state.az.us.




